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Purpose - This study examines how online personalization, technical
protection, and privacy awareness are associated with privacy
concern, customer trust, and willingness to be profiled online for
personalization among TikTok Shop users in Vietnam. Integrating
Privacy Calculus Theory (PCT) and the Stimulus-Organism-
Response (SOR) framework, the study explores how personalization-
related stimuli shape users’ privacy evaluations and acceptance of
profiling in the context of short-video social commerce.

Design/methodology/approach — Data from 300 TikTok Shop users
were analyzed using PLS-SEM in SmartPLS 4.0 with 5,000 bootstrap
resamples.

Findings - Online personalization increased privacy concern,
customer trust, and willingness to be profiled. Technical protection
strengthened customer trust but did not reduce privacy concern.
Contrary to the proposed negative relationship, privacy awareness
increased privacy concern, while also strengthening customer trust.
Privacy concern was positively related to willingness to be profiled,
also contrary to the hypothesized direction. Customer trust was the
strongest predictor of profiling acceptance.

Originality/value — The study extends the personalization-privacy
paradox to TikTok Shop in an emerging market. It shows that
personalization can simultaneously increase privacy concern, trust,
and profiling acceptance, while customer trust serves as the dominant
predictor and mediating mechanism.
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Practical implications — TikTok Shop and similar platforms should
strengthen customer trust by clearly communicating data-protection
practices, explaining how personal data are used, and providing
meaningful consent and user-control options. Personalization should
remain valuable without becoming overly intrusive.

Social implications - Greater transparency, informed consent, and
user control can support more informed data-sharing decisions and
more responsible algorithmic profiling in social commerce.

1. Introduction

Therapid development ofdigital technologies
and social commerce platforms has significantly
transformed the way consumers search for
information and make purchasing decisions.
Among these platforms, TikTok Shop has
emerged as a prominent social commerce
ecosystem, particularly attracting users in
Vietnam through its highly personalized
recommendation  system. By leveraging
algorithm-driven personalization, the platform
provides tailored product suggestions that
enhance convenience and improve the online
shopping experience (Bleier & Eisenbeiss, 2015;
Martin & Murphy, 2017). Unlike traditional
e-commerce platforms (e.g., Shopee, Lazada)
that primarily rely on search-based purchasing
behavior, TikTok Shop operates through a
short-video, algorithm-driven ecosystem in
which product discovery is deeply embedded
within entertainment content and personalized
recommendations.

However, the increasing reliance on
personalization technologies has also raised
concernsaboutthe collection and use of personal
data. While personalized recommendations can
create value for consumers, they often require
access to large amounts of user data, raising
privacy concerns (Xu et al,, 2011; Smith et al.,
2011). This tension between the benefits of
personalization and the risks related to privacy
is widely referred to as the personalization-

privacy paradox, a phenomenon that has
attracted growing attention in digital commerce
research (Awad & Krishnan, 2006; Chellappa
& Sin, 2005). In the context of TikTok Shop,
profiling and algorithmic recommendations
are not merely supporting marketing tools but
central mechanisms that shape users’ browsing,
entertainment, and purchasing experiences.
As a result, users may continue accepting
personalization despite experiencing privacy-
related concerns.

Previous studies have explored the role
of personalization and privacy in shaping
consumer behavior in online environments.
Research suggests that personalization can
improve user engagement and satisfaction,
while privacy concerns may discourage
individuals from sharing personal data with
digital platforms (Xu et al., 2011; Bansal et al.,
2010). However, much of the existing literature
has focused on traditional e-commerce or
social media platforms rather than short-

video social commerce environments
driven by continuous algorithmic curation.
Consequently, traditional privacy trade-

off assumptions may not fully explain user
behavior in platforms such as TikTok Shop,
where personalization is closely integrated
with  entertainment consumption and
platform engagement. Despite these findings,
limited research has examined how different
privacy-related factors interact to influence
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customer trust and users’ willingness to share
data in social commerce contexts, particularly
in emerging markets such as Vietnam (Xu et
al,, 2011).

To address this gap, the present study
investigates the relationships among online
personalization, technical protection, privacy
awareness, privacy concern, customer trust, and
willingness to be profiled online among TikTok
Shop users. Specifically, the study examines
how stimulus-related factors shape users’
internal evaluations of privacy concern and
customer trust, and how these evaluations are
associated with willingness to accept profiling
for personalized services in a social commerce
context. By integrating Privacy Calculus Theory
(PCT) and the Stimulus — Organism - Response
(S-O-R) framework, this study further explores
whether traditional privacy assumptions
remain applicable in algorithm-driven short-
video commerce environments. The study
contributes to the literature by extending
the personalization-privacy paradox into the
context of TikTok Shop and highlighting the
dominant role of customer trust in shaping
users’ acceptance of profiling despite privacy-
related concerns.

The remainder of this paper is organized as
follows. Section 2 reviews the relevant literature
and develops the research hypotheses. Section
3 describes the research methodology. Section
4 presents empirical results and discussion.
Finally, Section 5 concludes the study and
outlines its implications and limitations.

2. Literature Review

2.1. Privacy Calculus Theory and S-O-R
Framework

In digital commerce environments,
consumers often face a trade-off between
the benefits of personalized services and the
risks of disclosing personal information.
This phenomenon is commonly explained by
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Privacy Calculus Theory (PCT), which suggests
that individuals evaluate the perceived benefits
and risks before deciding whether to share
personal data (Dinev & Hart, 2006; Kezer et al.,
2022). When the perceived benefits outweigh
the privacy risks, consumers are more willing
to disclose their personal information (Kezer et
al., 2022).

In addition, the Stimulus-Organism-
Response (S-O-R) framework provides a
theoretical explanation for how external
stimuli influences consumer behavior. In
this framework, environmental factors act as
stimuli that influence individuals’ internal
psychological states, which subsequently
lead to behavioral responses (Saha & Alj,
2024; Hoang & Dang, 2024). In the context
of social commerce, factors such as online
personalization, technical protection, and
privacy awareness can be considered external
stimuli that affect consumers’ internal
evaluations, particularly privacy concern and
customer trust, which ultimately influence their
willingness to disclose personal information
(Pavlou, 2003; Saha & Ali, 2024).

Inthisstudy, Privacy Calculus Theoryexplains
the trade-off between personalization-related
benefits and privacy-related risks, while the
S-O-R framework provides a process-oriented
explanation of how external personalization
stimuli influences users’ internal psychological
evaluations and subsequent behavioral
responses. Integrating these two frameworks
allows the study to examine not only whether
users perceive privacy-related risks and
benefits, but also how these evaluations shape
willingness to accept profiling in the context of
algorithm-driven social commerce.

2.2. TikTok Shop Algorithm and AI-Driven
Personalization

General personalization theories explain how
tailored recommendations influence consumer
trust and privacy concerns, yet TikTok Shop’s
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algorithm represents a distinctive case in social
commerce. Unlike conventional e-commerce
platforms such as Amazon or Shopee, which
rely on search-based queries and collaborative
filtering, TikTok Shop integrates product
recommendations directly into TikTok’s
entertainment  ecosystem.  Products are
embedded within short-form videos and surfaced
through the “For You Page,” where algorithmic
curation is driven by engagement signals such as
watch time, likes, shares, and comments.

Systematic reviews emphasize that TikTok’s
algorithm amplifies marketing effectiveness
by merging entertainment with commerce.
By embedding products into viral content
and influencer-driven trends, TikTok Shop
maximizes engagement and conversion,
positioning itself as a hybrid between social
media and e-commerce (Melgarejo-Espinoza et
al., 2025). This approach differs from traditional
platforms, where exposure is largely determined
by keyword relevance or seller reputation.

Artificialintelligenceis central to this process.
TikTok employs natural language processing to
interpret captions and comments, computer
vision to identify products within video frames,
and audio recognition to detect trending sounds
associated with product promotions. These AI-
driven mechanisms enable TikTok Shop to test
product-related videos with small user cohorts
and expand distribution when engagement is
high, thereby shaping consumer preferences
dynamically. Evidence from Vietnam further
shows that live streaming, video content, and
Al recommendations mediated by key opinion
consumers(KOCs)significantlyenhanceTikTok
Shop adoption, underscoring the platform’s
reliance on algorithmic personalization to build
trust and purchase intent (Le et al., 2025). These
characteristics suggest that traditional privacy
trade-off assumptions may operate differently
in algorithm-driven short-video commerce
environments, where personalization is closely
integrated with entertainment consumption,
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continuous user engagement, and algorithmic
content discovery.

2.3. Technical protection

Technical protection refers to technological
mechanisms designed to safeguard users’
personal data during online interactions. These
mechanisms include encryption technologies,
authentication systems, secure servers, and
firewall protections that prevent unauthorized
access to user information (Kim et al., 2009;
Chellappa & Pavlou, 2002). Strong security
measures can reduce consumers perceived
privacy risks and increase confidence in digital
platforms (Bélanger & Crossler, 2011). Within
the privacy calculus perspective, the presence of
robust technical protection reduces consumers’
privacy concerns because users believe that
their personal data will be handled securely.
Therefore, the following hypothesis is proposed:

Hypothesis HI: Technical protection
negatively influences privacy concern.

In online transactions, trust is essential
because consumers cannot directly verify
the service provider’s intentions or abilities.
Technical protection mechanisms act as signals
of competence, integrity, and benevolence,
which are key dimensions of trust (Kim et al.,
2009; Chellappa & Pavlou, 2002; Pavlou, 2003).
When customers perceive strong safeguards,
their confidence in the platform’s ability
to securely manage personal information
increases, thereby enhancing trust (Bélanger &
Crossler, 2011). Thus, the following hypothesis
is proposed:

Hypothesis H2: Technical
positively influences customer trust.

protection

2.4. Privacy awareness

Privacy awareness refers to consumers’
understanding of how online platforms
collect, process, use, and share their personal
information (Sah & Jun, 2024; Smith et al.,
2011). From a privacy calculus perspective,
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greater privacy awareness may help consumers
evaluate data disclosure more rationally
by reducing uncertainty about how their
information is handled. When users understand
why their personal data are collected and
how such data support personalized services,
they may perceive the data exchange as more
predictable, transparent, and manageable. In
the context of TikTok Shop, users with higher
privacy awareness may therefore experience
lower privacy concern because they better
understand the platform’s data practices. At
the same time, this awareness may enhance
customer trust by strengthening perceptions
of platform transparency, competence, and
responsible data management. Thus, the
following hypotheses are proposed:

Hypothesis H3: Privacy awareness negatively
influences privacy concern.

Hypothesis H4: Privacy awareness positively
influences customer trust.

2.5. Online Personalization

Online personalization refers to the practice
of tailoring products, services, or digital
content to individual consumers based on
their preferences, behaviors, and personal
data (Xu et al, 2011). Personalized services
can improve user experience by providing
relevant recommendations and enhancing
convenience during online shopping. However,
personalization typically requires the collection
and analysis of large amounts of personal
information, which may raise concerns about
privacy and data misuse. As a result, consumers
may become more concerned about how their
personal data is used. Thus, the following
hypothesis is proposed:

Hypothesis Hb5a: Online personalization
positively influences privacy concern.

Despite the potential for privacy concerns,
personalized services may simultaneously
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foster customer trust when users perceive that
the firm understands their needs and provides
relevant, convenient, and value-added offerings
(Tam & Ho, 2006). Personalization signals that
the company invests effort in building long-
term relationships with customers, thereby
increasing perceived care, satisfaction, and trust
(Pappas et al., 2014). Therefore, the following
hypothesis is proposed:

Hypothesis H5b: Online personalization
positively influences customer trust.

2.6. Privacy concern and willingness to be

profiled

Privacy concern refers to individuals’
worries about how their personal information
is collected, stored, and used by organizations
(Smith et al., 2011; Dinev & Hart, 2006). When
consumers perceive higher privacy risks, they
may become reluctant to disclose personal
data or participate in personalized services.
Therefore, higher levels of privacy concern
may reduce consumers’ willingness to allow
platforms to collect and analyze their personal
data for personalization purposes.

Hypothesis H6: Privacy concern negatively
influences willingness to be profiled online for
personalization.

2.7. Customer trust and willingness to be profiled

Customer trust refers to consumers’ belief
that an online platform is reliable, honest, and
capable of protecting their interests (Gefen et al.,
2003; Pavlou, 2003). Trust plays a critical role
in reducing perceived risks and encouraging
consumers to engage in online transactions.
When consumers trust a platform, they are
more willing to share personal information and
accept personalized services. Accordingly, the
following hypothesis is proposed:

Hypothesis H7: Customer trust positively
influences willingness to be profiled online for
personalization.
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In addition to privacy concern and customer
trust, online personalization itself can directly
motivate consumers’ willingness to be profiled.
When users perceive personalized services as
relevant and valuable, they are more inclined to
share personal data despite privacy risks (Awad
& Krishnan, 2006; Xu et al., 2011). Within the
privacy calculus framework, personalization
represents a perceived benefit that encourages
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disclosure (Pavlou, 2003; Dinev & Hart, 2006).
Studies further suggest that personalized
experiences may foster perceptions of
reciprocity, where consumers feel that data
sharing is justified by the value received (Pappas
etal., 2014).

Hypothesis H8: Online personalization
positively influences willingness to be profiled
online for personalization.

Privacy Calculus

| Hi- :

Technical
Protection

H8+ Willingness to be

Online
Personalization

profiled online

Privacy .
Awareness J H4+ :

L J \

|
Stimulus

Organism

Response

Figure 1. Proposed Research Model

3. Methodology

A quantitative research approach was
employed to examine the personalization-
privacy paradox in social commerce, particularly
among TikTok Shop users in Vietnam. Data
were collected through an online survey using a
structured questionnaire based on measurement
scales adapted from previous studies related
to online privacy, personalization, and trust
(As shown in Appendix A). The questionnaire
was translated into Vietnamese to ensure
respondents’ understanding and was distributed
via Google Forms, enabling convenient
participation while maintaining respondent

anonymity. Data collection was conducted
between July and August 2025. Participation
was voluntary, and respondents were informed
that their responses would be used solely for
academic research purposes.

A non-probability convenience sampling
method was employed to collect responses
through online communities and social
media groups. A total of 380 responses were
initially obtained. After removing incomplete
or inconsistent responses during the data
screening, 300 valid responses were retained for
further analysis. This sample size was considered
appropriate for the analytical method applied in
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this study. The final sample size was considered
adequate for PLS-SEM analysis and consistent
with recommendations for structural equation
modeling involving multiple latent constructs.

The questionnaire was structured into
two main sections. The first section collected
demographic information, including
respondents’ gender, age, education level, and
income. The second section measured the key
constructs in the research model, including
online personalization, technical protection,
privacy awareness, privacy concern, customer
trust, and willingness to be profiled online for
personalization. All measurement items were
assessed using a five-point Likert scale ranging
from “strongly disagree” to “strongly agree”.

To analyze the collected data and test the
proposed hypotheses, the study employed
Partial Least Squares Structural Equation
Modeling (PLS-SEM) using SmartPLS 4.0
software. This analytical technique is widely used
in marketing and information systems research
because it can effectively analyze complex
models involving multiple latent constructs and
relationships. The analysis followed a two-step
procedure. First, the measurement model was
evaluated to assess the reliability and validity of
the constructs, including internal consistency
reliability (Cronbach’s alpha and composite
reliability), convergent validity using Average
Variance Extracted (AVE), and discriminant
validity using the Heterotrait-Monotrait ratio
(HTMT). Second, the structural model was
assessed to test the proposed hypotheses by
examining path coefficients and statistical
significance through a bootstrapping procedure
with 5,000 resamples. This approach allows
the study to evaluate the relationships among
personalization, technical protection, privacy
awareness, privacy concern, customer trust,
and users’ willingness to disclose personal
information for personalized services.

201
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Data was collected through an online
survey of 300 TikTok Shop users in Vietnam.
While the sample is concentrated within the
18-24 age group (71.67%), this demographic
closely reflects the dominant user segment
of TikTok Shop and short-video social
commerce platforms in Vietnam. To ensure
methodological rigor, Harman’s Single Factor
Test was conducted to assess Common Method
Bias (CMB), indicating that no single factor
accounted for more than 50% of the variance
(as shown in Appendix B). In addition, R?, 7,
and Q? values were assessed to evaluate the
model’s explanatory power, effect sizes, and
predictive relevance.

4. Results and discussion
4.1. Descriptive statistics

Appendix 2 (see Appendix 2 online) presents
the demographic profile of the sample based
on 300 valid responses collected in July 2025
from users of TikTok Shop in Vietnam. Of
the participants, 188 (62.7%) are female, and
112 (37.3%) are male. The largest age group
comprises individuals aged 18-24 (n = 215;
71.67%), followed by 25-34 (n = 60; 20.0%).
In terms of education, most respondents hold
a Bachelor’s degree (n = 210; 70.0%), and
most identify as students (n = 207; 69.0%).
The dominant income band is under 5 million
VND (n = 158; 52.7%), while the over 30
million VND category accounts for the smallest
percentage. The demographic profile suggests
that the sample largely reflects the dominant
user segment of TikTok Shop in Vietnam,
particularly younger users who are highly
engaged with short-video social commerce
and algorithm-driven content consumption.
This demographic concentration is therefore
considered  appropriate  for  examining
personalization and profiling behaviors within
the TikTok Shop ecosystem.
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4.2. Measurement model evaluation

The measurement model was evaluated
by assessing the reliability and validity of the
construct measures. Specifically, indicator
reliability was examined through outer
loadings, internal consistency reliability was
assessed using Cronbach’s alpha and composite
reliability, convergent validity was evaluated
through Average Variance Extracted (AVE),
and discriminant validity was examined using
both the HTMT ratio and the Fornell-Larcker
criterion. Indicators with outer loadings above
0.70 are generally considered acceptable,
while convergent validity is supported when
AVE values exceed 0.50 (Hair et al., 2009).
Discriminant validity was assessed using the
HTMT threshold of 0.90 (Henseler et al., 2015)
and further confirmed through the Fornell-
Larcker criterion, where the square root of
each construct’s AVE should be greater than its
correlations with other constructs (Fornell &
Larcker, 1981) (see Appendix 3 online).

The research model includes 18 indicators
across six constructs. After estimating the
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measurement model, no indicators were
removed because all outer loadings exceeded
0.70. Cronbach’s alpha and composite reliability
values were above the recommended thresholds,
indicating satisfactory internal consistency.
Convergent validity was established because
all AVE values were above 0.50, showing that
each construct explained more than half of
the variance in its indicators. Discriminant
validity was also supported, as all HTMT ratios
in Appendix 4 (see Appendix 4 online) were
below 0.90 and the Fornell-Larcker results in
Appendix 5 (see Appendix 5 online) showed
that the square root of AVE for each construct
was higher than its inter-construct correlations.

4.3. Structural model evaluation

Before = examining  the  structural
relationships, collinearity diagnostics were
assessed using VIF values. All reported VIF
values ranged from 1.329 to 3.142, remaining
below the threshold of 5.0, which indicates that
collinearity is unlikely to distort the parameter
estimates. These diagnostics suggest that the
model is suitable for subsequent path analysis.

Table 1. The results of the structural model

Hypotheses Coefficients (p)  p-values f square Support
H1: TP — PC -0.038 0.754 0.001 Rejected
H2: TP — CT 0.317 0.000 0.149 Supported
H3: PA — PC 0.250 0.009 0.042 Rejected
(opposite direction)
H4: PA — CT 0.365 0.000 0.211 Supported
Hb5a: OP — PC 0.309 0.002 0.062 Supported
H5b: OP — CT 0.258 0.000 0.101 Supported
H6: PC— WTBPO  0.120 0.007 0.028 Rejected
(opposite direction)
H7: CT — WTBPO 0.566 0.000 0.409 Supported
H8: OP — WTBPO 0.201 0.002 0.046 Supported

The hypothesis testing results presented in
Table 1 demonstrate a mixed but theoretically
meaningful pattern across the proposed

research model. Out of the nine tested paths,
six were supported, while three were not
supported or were in the opposite direction.
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Specifically, Technical Protection had a positive
and significant effect on customer trust (H2:
B = 0.317, p < 0.001, f* = 0.149), indicating a
small-to-moderate practical effect. Privacy
Awareness also positively affected customer
trust (H4: p = 0.365, p < 0.001, f* = 0.211),
supporting the proposed relationship and
showing a moderate practical effect. Online
Personalization positively influenced Privacy
Concern (H5a: p = 0.309, p = 0.002, f* = 0.062)
and customer trust (H5b: p = 0.258, p < 0.001,
f* = 0.101), indicating that personalization
simultaneously  heightens privacy-related
concern and strengthens trust in the platform.

Customer trustemerged as the mostinfluential
predictor of Willingness to be profiled online
for Personalization (H7: f = 0.566, p < 0.001,
2 = 0.409), indicating a large practical effect.
Online Personalization also had a significant
positive effect on Willingness to be profiled
online (H8: p = 0.201, p = 0.002, f* = 0.046),
although its effect size was relatively small. These
results suggest that users’ willingness to accept
profiling on TikTok Shop is driven most strongly
by customer trust, while personalization value
also directly contributes to profiling acceptance.

However, several hypothesized relationships
were not supported as expected. Technical
Protection did not significantly reduce Privacy
Concern (H1: p = -0.038, p = 0.754, f* = 0.001),
indicating a negligible effect. Privacy Awareness
had a positive, rather than negative, effect on
Privacy Concern (H3: p = 0.250, p = 0.009, f*
= 0.042), leading to the rejection of H3 in the
opposite direction. Similarly, Privacy Concern
positively affected willingness to be profiled
online (H6: p = 0.120, p = 0.007, > = 0.028),
contrary to the expected negative relationship,
although the practical effect was small.

Overall, the findings show that customer
trust is the dominant substantive driver of
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willingness to be profiled, whereas Privacy
Concern has only a small positive effect. This
supports the interpretation that privacy concern
does not necessarily translate into resistance in
short-video social commerce. Instead, users’
acceptance of profiling on TikTok Shop appears
to be shaped more strongly by platform trust
and perceived personalization value, reflecting
a context-specific  personalization-privacy
paradox.

Table 2. R? and predictive relevance (Q?)

R-square
R-square adjgsted @
CT 0.673 0.669 0.540
PC 0.229 0.221 0.179
WTBPO 0.595 0.591 0.452

The explanatory and predictive power of
the structural model was assessed using R?, Q?,
and f* values. As shown in Table 2, the model
explains 67.3% of the variance in customer
trust, 59.5% of the variance in willingness to be
profiled online for Personalization, and 22.9%
of the variance in Privacy Concern. These
results indicate substantial explanatory power
for customer trust and moderate explanatory
power for willingness to be profiled online,
while Privacy Concern shows a more modest
but acceptable level of explanation. In addition,
all Q? values are above zero, with customer
trust (Q* = 0.540), willingness to be profiled
online (Q* = 0.452), and Privacy Concern
(Q* = 0.179), confirming the predictive
relevance of the model. Overall, these results
suggest that the model has adequate explanatory
and predictive capacity, with customer trust
emerging as the most substantively important
driver of users’ willingness to accept profiling
on TikTok Shop.
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Table 3. The results of indirect effects

Coeflicients T statistics P values
OP — CT — WTBPO 0.146 4.522 0.000
TP —- CT — WTBPO 0.179 5.502 0.000
PA — CT — WTBPO 0.206 6.044 0.000
OP — PC —- WTBPO 0.037 2.145 0.032
TP — PC —- WTBPO -0.005 0.290 0.772
PA — PC — WTBPO 0.030 1.738 0.082

Table 3 reports the formal mediation test
within the S-O-R framework. The results show
that customer trust is the main Organism
mechanism linking Stimulus factors to
willingness to be profiled online. Specifically,
Online Personalization (f = 0.146, p < 0.001),
Technical Protection (f = 0.179, p < 0.001), and
Privacy Awareness (B = 0.206, p < 0.001) all
have significant indirect effects on willingness
to be profiled online through customer trust.
By contrast, Privacy Concern shows a weaker
mediating role. Only the indirect effect of Online

PC1

\

TP1

=087 {0.000)
—
TPz & 0.929(0.000)

Personalization through Privacy Concern is
significant but small (f = 0.037, p = 0.032),
while the indirect effects of Privacy Awareness
(P =0.030, p = 0.082) and Technical Protection
(B =-0.005, p =0.772) through Privacy Concern
are not significant. These results suggest that
users’ willingness to accept profiling on TikTok
Shop is explained more strongly by trust-based
evaluations than by concern-based evaluations,
thereby supporting the S-O-R logic of the
proposed model.

4.4. Discussion

PC2

T PC3
0.870 (0.000% /
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Figure 2. Structural model
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The results provide a nuanced understanding
of users’ willingness to be profiled on TikTok
Shop. Overall, customer trust emerges as the
strongest determinant of willingness to be
profiled online, while online personalization
plays a dual role by increasing both privacy
concern and customer trust. These findings
suggest that users’ acceptance of profiling in
short-video social commerce is not shaped by
privacy concern alone, but by the coexistence
of personalization value, platform trust, and
privacy-related awareness. This pattern is
consistent with the personalization-privacy
paradox, in which users may remain concerned
about privacy while still accepting data-driven
personalization when the perceived value of the
platform experience is sufficiently strong.

Technical protection was found to have
no significant effect on privacy concern but a
significant positive effect on customer trust.
This indicates that technical safeguards may
not directly reduce users’ concerns about data
collection or platform profiling. In the TikTok
Shop context, users may still worry about
how their personal information is collected,
analyzed, and shared, even when they perceive
the platform as technically secure. However,
Technical Protection appears to function as
a trust-building signal. When users believe
that the platform has adequate mechanisms
to protect their data, they are more likely to
view the platform as reliable and competent.
This finding is consistent with prior studies
suggesting that security and technical assurance
mechanisms are important foundations of
trust in online environments (Bélanger et al.,
2002; Pavlou, 2003), although they may not be
sufficient to eliminate privacy concern.

The results for Privacy Awareness are
particularly important because they show
two simultaneous effects. First, contrary to
the proposed negative relationship, Privacy
Awareness  positively  influences  Privacy
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Concern. This suggests that greater awareness
does not necessarily reduce users’ privacy
concern in algorithm-driven social commerce.
Instead, users who are more aware of data
collection, tracking, and personalization
practices may become more conscious of the
extent to which their information is used by the
platform. In this sense, awareness may intensify
concern rather than reduce it, particularly when
users recognize that TikTok Shop relies heavily
on algorithmic profiling to deliver personalized
content and product recommendations. This
finding is consistent with the broader view that
informed users may become more sensitive to
privacy risks when they better understand how
personal data are processed and used (Malhotra
et al., 2004; Smith et al., 2011).

At the same time, Privacy Awareness
positively affects customer trust, supporting the
proposed hypothesis. This result suggests that
awareness does not simply create suspicion;
it may also help users evaluate the platform
more rationally. When users understand why
data are collected and how such data support
personalized recommendations, they may
perceive the platform as more transparent,
functional, and competent. This is particularly
relevant to TikTok Shop, where algorithmic
recommendations are highly visible and
closely connected to the shopping experience.
Thus, privacy-aware users may simultaneously
recognize privacy risks and trust the platform’s
ability to provide relevant and useful services.
This dual effect helps explain why privacy
awareness can increase both concern and trust
in the same model.

Online Personalization also shows a dual
effect. It significantly increases Privacy Concern,
customer trust, and willingness to be profiled
online. The positive effect on Privacy Concern
indicates that personalized recommendations
make users more aware that their data are
being collected and analyzed. This supports the
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logic of the personalization-privacy paradox,
where the same personalization features that
create value may also raise privacy-related
concerns (Awad & Krishnan, 2006; Xu et
al., 2011). However, Online Personalization
also strengthens customer trust and directly
increases willingness to be profiled online. This
suggeststhatusers mayinterpret personalization
as evidence that the platform understands their
preferences and provides relevant, convenient,
and valuable recommendations. In the TikTok
Shop context, where shopping is integrated
with entertainment and continuous content
discovery, personalization may be perceived
not only as a privacy risk but also as a core
benefit of platform use.

The positive relationship between Privacy
Concern and willingness to be profiled online
is another counter-intuitive finding. Although
the effect size is small, the direction contradicts
the traditional assumption that privacy
concern should reduce willingness to disclose
personal information. This result should not
be interpreted as meaning that privacy concern
is beneficial. Rather, it suggests that privacy
concern does not necessarily translate into
resistance in the TikTok Shop context. Users
may remain concerned about privacy but
still accept profiling when they perceive the
benefits of personalized recommendations,
convenience, entertainment, and platform trust
as more important. This finding aligns with the
privacy paradox literature, which shows that
privacy concerns do not always lead to privacy-
protective behavior (Norberg et al., 2007; Barth
& de Jong, 2017).

This paradoxical pattern can also be
understood through privacy resignation. In
TikTok Shop, algorithmic profiling is not a
peripheral feature but a central mechanism
of product discovery and user engagement.
Users may perceive data profiling as an
unavoidable condition for receiving relevant
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content, personalized offers, and a seamless
shopping experience. As a result, they may
tolerate privacy-related concerns not because
they are unconcerned, but because opting out
of profiling may reduce the value of using the
platform. This interpretation is consistent with
Draper and Turow’s (2019) notion of digital
resignation, where users continue to participate
in data-driven environments despite concerns
because they perceive limited meaningful
alternatives.

Among all predictors, customer trust has
the strongest effect on willingness to be profiled
online. This finding confirms that trust is the
key psychological mechanism that encourages
users to accept profiling on TikTok Shop.
When users believe that the platform is reliable,
transparent, and capable of handling their
information responsibly, they are more willing
to allow their data to be used for personalized
services. The mediation results further support
this interpretation, showing that customer
trust is the main Organism mechanism linking
Stimulus factors to willingness to be profiled
online. In contrast, Privacy Concern plays a
weaker mediating role. This indicates that users’
profiling acceptance is explained more strongly
by trust-based evaluations than by concern-
based evaluations.

Overall, the findings suggest that traditional
privacy trade-off assumptions may not fully
explain user behavior in short-video social
commerce. In the TikTok Shop context, privacy
concern, customer trust, and personalization
value coexist rather than operate in a simple risk-
versus-disclosure logic. Users may recognize
privacy risks while still accepting profiling
because algorithmic personalization is deeply
embedded in the platform’s entertainment,
discovery, and shopping experience. Therefore,
the study extends the personalization-privacy
paradox by showing how profiling acceptance
in algorithm-driven social commerce is shaped
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less by privacy concern alone and more by the
combined influence of trust, personalization
value, and platform-specific user engagement.

5. Conclusion
5.1. Main Findings

The study shows that online personalization
plays a dual role: it increases both privacy
concern and customer trust, while also directly
increasing willingness to be profiled. Technical
protection strengthens customer trust but
does not significantly reduce privacy concern.
Privacy awareness unexpectedly increases
privacy concern, while also positively affecting
customer trust as hypothesized. Most notably,
privacy concern is positively, rather than
negatively, associated with willingness to be
profiled, although this effect is weaker than that
of customer trust. Overall, the findings suggest
that users’ willingness to accept profiling
on TikTok Shop cannot be explained solely
through traditional privacy-risk assumptions.
Instead, acceptance of profiling appears to be
shaped by the interplay among personalization
value, customer trust, and privacy-related
concerns within an algorithm-driven social
commerce environment.

5.2. Implications

From a theoretical perspective, this study
contributes to the personalization-privacy
paradox literature by showing that privacy-
related variables do not operate in a simple risk-
reduction or resistance-based manner in short-
video social commerce. By integrating Privacy
Calculus Theory with the S-O-R framework,
the study demonstrates that platform-related
stimulishape users’ internal evaluations through
both privacy concern and customer trust.
In particular, the findings show that privacy
awareness unexpectedly increases privacy
concern while also strengthening customer
trust, suggesting that users may become more
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conscious of data risks and more confident
in the platform at the same time. Moreover,
customer trust emerges as the strongest
predictor of willingness to be profiled, whereas
privacy concern has only a small positive effect.
These results suggest that traditional privacy
calculus assumptions may not fully explain
profiling acceptance in algorithm-driven social
commerce, where personalization value, trust,
and privacy-related unease can coexist.

From a managerial perspective, the findings
suggest that TikTok Shop and similar platforms
should prioritize customer trust as the key driver
of users’ acceptance of profiling. Technical
protection alone may not reduce privacy
concern, butitcanstrengthen trustwhensecurity
practices are visible and understandable to
users. Platforms should therefore communicate
data protection mechanisms more clearly and
transparently. In addition, personalization
strategies should emphasize user value, such
as relevant recommendations, convenience,
and improved shopping experience, while
avoiding  excessive intrusiveness.  Since
personalization can simultaneously increase
trust and privacy concern, platforms should
combine personalized services with transparent
explanations, consent options, and user control
over personal data.

5.3. Limitations

Despite providing valuable insights, this
study has several limitations. First, the study
relied on a convenience sample of TikTok Shop
users in Vietnam, with a strong concentration of
respondents aged 18-24 and a high proportion
of students. This sample structure limits the
generalizability of the findings to the broader
population of TikTok Shop users in Vietnam.
Future research could employ probability
sampling techniques and include broader
populations to enhance the representativeness
of the results.
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Second, this study examined a limited set
of variables related to personalization and
privacy concerns. Future studies could extend
the research model by incorporating additional
factors such as perceived benefits, perceived
risks, or platform reputation to provide a
more comprehensive understanding of the
personalization-privacy paradox. Furthermore,
comparative studies across different social
commerce platforms or countries could
offer deeper insights into how cultural and
technological contexts influence consumer
privacy perceptions and data-sharing behavior.

In addition, the cross-sectional nature of
the study limits the ability to observe how
privacy perceptions and profiling acceptance
may evolve. Future longitudinal studies could
provide deeper insights into the dynamic
relationship between personalization, trust, and
privacy-related behaviors in social commerce
environments.

Furthermore, concepts such as privacy
resignation and perceived reciprocity were used
as interpretive explanations in the discussion
but were not directly measured in the research
model. Future studies could incorporate these
constructs to provide a more comprehensive
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